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Abstract

This intentional interference with wireless
transmissions can be used as a launchpad for
mounting Denial-of-Service attacks on wireless
networks. Typically, jamming has been addressed
under an external threat model. This paper considers
the problem of an attacker disrupting an encrypted
victim wireless ad hoc network through jamming.
Jamming is broken down into layers and this paper
focuses on jamming at the Transport/Network layer.
Jamming at this layer exploits AODV and TCP
protocols and is shown to be very effective in
simulated and real networks when it can sense
victim packet types, but the encryption is assumed to
mask the entire header and contents of the packet so
that only packet size, timing, and sequence is
available to the attacker for sensing. A sensor is
developed that consists of four components. The
first is a probabilistic model of the sizes and inter-
packet timing of different packet types. The second
is a historical method for detecting known protocol
sequences that is used to develop the probabilistic
models, the third is an active jamming mechanism to
force the victim network to produce know sequences
for the historical analyzer, and the fourth is the
online classifier that makes packet type
classification decisions. The ratio of the jamming
pulses duration to the transmission duration can be
as low as 10-4. We investigate and analyze the
performance of combining a cryptographic
interleaver with various coding schemes to improve
the robustness of wireless LANs for IP packets
transmission.
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1. Introduction

Ad hoc networks are envisioned as playing a
significant role in mission critical communication
for the military, utilities, and industry. An
adversary may attempt to attack a victim ad hoc
network to prevent some or all victim
communication. Such denial-of-service (DoS)
attacks have been considered in ad hoc wireless
networks at several levels. In this paper we consider
encrypted victim networks in which the entire
packet including headers and payload are encrypted
and thus the attacker cannot directly manipulate any
of the victim communication. In this case, the
attacker must resort to external physical-layer-based
Does, also known as jamming.

Jamming can be as simple as sending out a
strong noise signal in order to prevent packets in the
victim network from being received. This method of
jamming is not the subject of this paper. This paper
attempts to exploit the Protocols at various layers to
get three advantages: jamming gain; targeted
jamming; and reduced probability of Detection.
Jamming gain is the increase in efficiency from
exploiting features of the victim network relative to
continuous jamming.
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Conventional anti-jamming techniques
rely extensively on  spread-spectrum  (SS)
communications [1], or some form of jamming
evasion (e.g., slow frequency hopping, or spatial
retreats [2]). SS techniques provide bit-level
protection by spreading bits according to a secret
pseudo-noise (PN) code, known only to the
communicating parties. These methods can only
protect wireless transmissions under the external
threat model. Potential disclosure of secrets due to
node compromise neutralizes the gains of SS.
Broadcast communications are  particularly
vulnerable under an internal threat model because all
intended receivers must be aware of the secrets used
to protect transmissions. Hence, the compromise of
a single receiver is sufficient to reveal relevant
cryptographic information. The adversary exploits
his internal knowledge for launching selective
jamming attacks in which specific messages of
“high importance” are targeted. Jamming can be as
simple as sending out a strong noise signal in order
to prevent packets in the victim network from being
received. This method of jamming is not the subject
of this paper. This paper attempts to exploit the
protocols at various layers to get three advantages:
jamming gain; targeted jamming; and reduced
probability of detection. Jamming gain is the
increase in efficiency from exploiting features of the
victim network relative to continuous jamming.
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Fig.1. Represents the sensing and jamming
layered model
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Targeted jamming refers to jamming only
specific victim nodes, links, or flows. The attacker
may be interested in only certain parts of the victim
network, and attacking only these parts can lead to
further jamming gains. With reduced probability of
detection, the victim network may not realize that
jamming countermeasures are necessary. Jamming is
not a transmit-only activity. It requires an ability to
detect and identify victim network activity, which
we denote as sensing. At the physical layer a sensor
needs to identify the presence of packets. Since the
network is encrypted, only the start time and size of
the packet can be measured.

1.1 A Layered Model for Jamming

Together jamming and sensing can be broken
down into a layered model similar to the OSI stack.
We break it down into three levels for convenience
as shown in Figure 1. The Link/Physical layer
directly interacts with the media. If a higher layer
requests a packet to be jammed, then this lower layer
generates the physical signal and ensures that a
packet and each of its link layer retries are jammed.
This layer also provides the basic sensing capability
of packet duration and timing.

The Transport/Network Layer interacts with the
corresponding Ad Hoc, IP, TCP, and UDP
protocols. This layer senses packet types and traffic
flows which can then be targeted by jamming. The
Application layer senses HTTP sessions, VoIP set
up and the like and targets specific user activities for
jamming.

2. Problem Statement and
Assumptions

In this section we will describe the assumptions
that are used in the proposed paper.

2.1 Problem Statement

Consider the scenario depicted in Nodes A
and B communicate via a wireless link. Within the
communication range of both A and B there is a
jamming node J. When A transmits a packet m to B,
node J classifies m by receiving only the first few
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bytes of m. J then corrupts m beyond recovery by
interfering with its reception at B. We address the
problem of preventing the jamming node from
classifying in real time, thus mitigating J’s ability
to perform selective jamming. Our goal is to
transform a selective jammer to a random one. Note
that in the present work, we do not address packet
classification methods based on protocol semantics,
as described in [3], [4], [5].

2.2 System and Adversary
Model

Network Model:

The network consists of a collection of
nodes connected via wireless links. Nodes may
communicate directly if they are within
communication range, or indirectly via multiple
hops. Nodes communicate both in uncast mode and
broadcast mode. Communications can be either
unencrypted or encrypted. For encrypted broadcast
communications, symmetric keys are shared among
all intended receivers. These keys are established
using pre-shared pairwise keys or asymmetric

cryptography.
Communication Model:

Packets are transmitted at a rate of R
bauds. Each PHY-layer symbol corresponds to q
bits, where the value of q is defined by the
underlying digital modulation scheme. Every
symbol carries data bits, where o/f is the rate of the
PHY-layer encoder. Here, the transmission bit rate is
equal to g R bps and the information bit rate is gR
bps. Spread spectrum techniques such as frequency
hopping spread spectrum (FHSS), or direct sequence
spread spectrum (DSSS) may be used at the PHY
layer to protect wireless transmissions from
jamming. SS provides immunity to interference to
some extent (typically 20 to 30 dB gain), but a
powerful jammer is still capable of jamming data
packets of his choosing.

3. Real-time Packet Classification
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In this section, we describe how the adversary
can classify packets in real time, before the packet
transmission is completed. Once a packet is
classified, the adversary may choose to jam it
depending on his strategy. Consider the generic
communication system depicted in Fig. 2. At the
PHY layer, a packet m is encoded, interleaved, and
modulated before it is transmitted over the wireless
channel. At the receiver, the signal is demodulated,
de-interleaved, and decoded, to recover the original
packet m

Source|  Channel
—> —»  Interleaver —»{  Modulator
Encoder
wireless
channel
(hannel .
<+ — De-interleaver 16— Demodulator
Decoder

Fig. 2. A Generic Communication System
Diagram.

The adversary’s ability in classifying a packet
m depends on the implementation of the blocks in
Fig. 2. The channel encoding block expands the
original bit sequence m, adding necessary
redundancy for protecting m against channel errors.

4. Impact of Selective Jamming

In this section, we illustrate the impact of
selective jamming attacks on the network
performance.

Selective Jamming at the Transport
Layer

In the first set of experiments, we setup a
file transfer of a 3 MB file between two users A and
B connected via a multi-hop route.

Selective Jamming at the Network
Layer
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In this scenario, we simulated a multi-hop
wireless network of 35 nodes, randomly placed
within a square area. The AODV routing protocol
was used to discover and establish routing paths [6].
Connection requests were initiated between random
source/destination pairs. Three jammers were
strategically placed to selectively jam non-
overlapping areas of the network.

Three types of jamming strategies were
considered: (a) a continuous jammer,

(b) a random jammer blocking only a
fraction p of the transmitted packets, and

(c) a selective jammer targeting route
request (RREQ) packets.

5. System Architecture

The following diagram represents the system
architecture of the jamming model.
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Fig. 3. Jamming Model System Architecture
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Cryptographic Puzzle Hiding
Scheme (CPHS) Module

We present a packet hiding scheme based
on cryptographic puzzles. The main idea behind
such puzzles is to force the recipient of a puzzle
execute a pre-defined set of computations before he
is able to extract a secret of interest. The time
required for obtaining the solution of a puzzle
depends on its hardness and the computational
ability of the solver. The advantage of the puzzle
based scheme is that its security does not rely on the
PHY layer parameters. However, it has higher
computation and communication overhead.

We consider several puzzle schemes as the
basis for CPHS. For each scheme, we analyze the
implementation details which impact security and
performance. Cryptographic puzzles are primitives
originally suggested by Merkle as a method for
establishing a secret over an insecure channel. They
find a wide range of applications from preventing
DoS attacks to providing broadcast authentication
and key escrow schemes.
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6. Hiding Based On All-Or-Nothing
Transformations

In this section, we propose a solution based on
All-Or-Nothing  Transformations (AONT) that
introduces a modest communication and
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computation overhead. Such transformations were
originally proposed by Rivest to slow down brute
force attacks against block encryption algorithms
[71, [8]. An AONT serves as a publicly known and
completely invertible pre-processing step to a
plaintext before it is passed to an ordinary block
encryption algorithm.

7. Conclusion

An internal adversary model in which the
jammer is part of the network under attack, thus
being aware of the protocol specifications and
shared network secrets and we showed that the
jammer can classify transmitted packets in real time
by decoding the first few symbols of an on-going
transmission. We evaluated the impact of selective
jamming attacks on network protocols such as TCP
and routing. Our findings show that a selective
jammer can significantly impact performance with
very low effort. We developed three schemes that
transform a selective jammer to a random one by
preventing real-time packet classification. Our
schemes combine cryptographic primitives such as
commitment schemes, cryptographic puzzles, and
all-or-nothing  transformations (AONTS)  with
physical layer characteristics. We analyzed the
security of our schemes and quantified their
computational and communication overhead.
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